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Understanding Route Risk: A Hard Problem

• Hundreds of hazardous shipments 
traverse US highways each year, often 
covering long distances

• The hazardous material transport 
community currently lacks a data-
driven understanding of risk conditions 
along routes within the US

• Real-world conditions are dynamic

• Limited consensus on risk severity for 
various conditions
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Why Is This Hard?

• Real-world conditions are constantly changing – “low risk” 
today may not be “low risk” tomorrow

• High risk conditions are defined differently by different 
stakeholders

• Quantifying risk is challenging and highly subjective

• Near impossible to calculate probabilities of rare events given 
lack of data collection

• Taking a geospatial “big data” approach requires significant 
computing and data management/manipulation expertise
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Black/Gray Swans 

• Black Swans – events that are unlikely or rare 
with extremely high consequences

• Gray Swans – events that are known and 
possible but are highly unlikely to occur

• Limited prior examples exist to compute 
probability, and consequences can be 
incalculable

• Hampers classic risk assessment of the form 
risk = probability * consequence

https://www.youtube.com/watch?v=gCuZuclmY_Y

www.theatlantic.com/photo/2011/09/911-the-day-of-the-attacks/100143/

Reuters/Sean Adair
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ORNL is tackling these challenges with SecuRoute

• SecuRoute is an interactive, web-based analysis and mapping 
application that allows users to:

– Derive secure transport routes within the United States

– Analyze and score routes for vulnerability to risk 

– Customize risk conditions by importance/priority

– Understand the risk vulnerability for every segment along a route
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SecuRoute Overview
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FY23 Application Enhancements

• High-fidelity highway network
– From 30,000 links in the network to 30,000,000 links in the network (1000x increase in fidelity)

• Canada highway network
– Routing into the US from north of the border

• Custom geocoding capability
– Enables address searching across the US

• Multi-route options
– Shortest, fastest, and HRCQ options, all with risk profiles

• Improved user experience
– Save routes for recalling later, download routes, compare routes

• Infrastructure Upgrades and DevOps deployment pipeline
– High-reliability operational environment and streamlined SW updates
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The Perception of Risk

Bridges are a high-
risk area along a 

route

Bridges aren’t risky 
at all, I know my 

truck’s dimensions

Bridges can be 
risky under a given 
set of conditions
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Addressing Risk Perception with Elicitation

• To address inconsistencies in risk perception, we are eliciting 
experts across the transportation security stakeholder 
community

• Elicitation is a structured interview with subject matter experts 

• Focused on understanding perceived risks for a set of roadway 
conditions, during the planning phase

• Resulting aggregated risk perception metrics are applied to 
roadway links in SecuRoute
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Elicitations

• First ever elicitation of its kind
• Interviews with ~20 professionals across many stakeholder groups
• Elicited for 14 features and 42 different conditions

Bridges
Tunnels
Railroad Crossings
Congestion
Vehicle Communications
Elevation
Road Conditions
Population
Public Unrest
Weather
Security Services
Medical Services
Mechanical Services
Safehavens
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Example Elicitation: Congestion

Congestion Scenarios Descriptions

Contributor provided risk metrics

Comments on the metric values, scenarios, 
etc.
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Status

• 13 Contributors interviewed so far (first batch)

• 4 more scheduled and total of 20 anticipated

• Analysis of results underway

• Results by end of calendar year

• More contributors needed! You can help!
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